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Abstract (Basic) : DE 10024753 Al 

NOVELTY - The storage device includes a storage unit which stores 
electronic data consisting of a number of content files as a single 
original in an identifiable state. An access unit controls the access 
to the original electronic data at a level which is different from the 
level of access to non-original electronic data. The storage unit 
stores tamper detection information as original information 
corresponding to the electronic data. 

DETAILED DESCRIPTION - The storage device may include a tamper 
detection information computing device which receives a request to 
re-store the electronic data as a single original using an encryption 
key to compute tamper detection information for each of the content 
files. A second tamper detection information computing device uses the 
encryption key to compute second temper detection information for 
edition management information. INDEPENDENT CLAIMS are included for an 
electronic storage device, an authorization verification system, an 
electronic storage method, an authorization verification method, damage 
recovery method and a storage medium for storing a program in a 
computer . 

USE - For originality-guarantee electronic preservation systems 
using large-capacity storage media. 

ADVANTAGE - Allows the originality of a combined document 
comprising multiple files to be guaranteed. 
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At:. K>)x7fi»t:E«HTl5 < J: 9 i: L 

[0 0 3 6] -OJf^tSff^g 1 0 Oli^y^rA^ 

OO^jE0r««**mi-4^*U*S«IB««f*:i 0 1 

ISIET* (MAC ."Message Authentication Code) £rft 
«rr*o *#«fB«»#l 0 lcO^IE^i-0#x. 

«#1 0 l^a#»glJ#-?-i:. «pf-^n 
h t:*tt S > 7 -t - y BET-o^r S:«*ftff81 1 0 
0|*lffiKESLT«3Sl-*o ifc* f-^oMBii' 

tv^Hv 1 0 5*fe»ftl*J8«:8lWU f-^I 

[0 0 3 7] J^ffiffigfi 1 0 0 Ort85T% * 

1 0 oittaotfi^nrio^ ^»*^SEM-f* 
zt&T&*^o ±&mmmi£i o 1 «wtt, 

^»t»-to*tt*eS:^Lr<>, 1 0 

[0 0 3 8] m2RTm3it. J:^J!l*141*SE 

[0 0 3 9] @2t(i, /t— ->* a > 1 OgFK2 0(7)n 

S, 40gOn>f >7^i> 3 > 3 Ui3V>T 

(iltS<7)^>f>7lli^ll, 4tB03>f>7# 

X > 7f" ^ 7 7 >f ^^OfcOiiBtrO^^- >* 3 ><03> 
[0 0 4 0] «*ttSr«aE"r*fe*Oj8.av-^r>^*C 
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13 

fir, *§tffig»fti o l ^v^> 

tmwmi&i o i izmmztix^zftftv*- * y * ho 
SEftJSMfci o i izumztix^&w^izr ? z> 

[0 0 4 1 ] iSU. WL^*itJ$LLtz*)'gMLtz 0 Lfct» 
^Uti^OiEattSr^aEi- ^fc^O^ y ya77^l^ 
MACSrtmu IM:fcfcU:E«i-4rtf«tTar<. ^ 
SftKSfflEtt 1 0 1 Offi^-r- * v 

* hOjE^tt^^lE-r^^^OV^ hMACfcttJ* U 

^Wf^^t KB*1"*rtflt"C4 < . «*« 20 
0 OrtfflOJStteBIEn- K'J* Mifc-toy * 

hMAC£ES^£o ^LT\ 0 OOft 

aojaWtBSE^- Ky* hMAC£tt#U JKteESEn 
-K^h^i KESi"* t fc 4 tc N *ojflM£B8E3 

*^fcLTP3»EfS«tf*:i 0 4 KBfWfco 
[0 0 4 2] (^o^AieiMLS) «S8lOfl»7 r 50 

T^&v^fcSrftB-f rtffiEtfJMtl 0 4*t) 

«E»B!E:3- Ky* h*tt*ffiU **IU##S*ITV> 
*l«#BB3-K'^hMACO«MBEiff% fcSEfcff * 



74 



3\E «r 3fc 2^ tf ? *T tt /c pT jfttt^jb 4 st 
IX* I#BIE3- K'7* MiflBUCS* - ti:i*), V 
[0 0 4 3] (yn^7A»7ili) yn^7^»7» 

MB^asritfifi-^o ^lt. naseinK#i o 

4 Oj|#BIE3- KV -X h SrKc^tB L> M^7Vif 

hMACtUo &#BBE=*- hMAC*jfc#« 
BE 3 - K ^ h U ftffewtttt 1 0 4 CE8t 

4o Sfc, fi»Ell«E#l 0 4 *CE» L T** 

[0 0 4 4 ] (*SiIfiM#7 * --7 y h«.g) 

tetii#i o i immtitfcK-r&tzibiztty * - t ? 
hmmtf'&mttt&o mL^±^mmmfc\ o i kjk 

7>f^tLT*SfE*J|#l 0 1 CESt^o ^o« 
4'J^ MVIAC^IttLTfffr-^U^ Mctf U 

- ^v^hyr-out Lx±mmmm& i o 1 

i:E»t*« ^LT> -f-oy* hMAC^flttMftSUflH;- 

»E««# 1 0 4 OK#BK a-KU^F Uiftinrr 4 o 
MMfrBK^- KU * M:»Lt«#EK3- KV^hM 

flHRftl 0 4 tcffi«-t*o «#B8E3- K»;^ hu**L 
TMAC^f^jaili, -/D^7A|?-7^1t<7)^ 

[0 0 4 5] 
[*1] 



01 



^ y ^ h y tt 3 



[0 0 4 6] (-7 * > h ftLS) H*3&»« # ^ *tfc*«* 

E«K#1 0 *#ftEH«#l 0 1 

Mt^o «l¥^fi 1 0 0 Ort»E««tt 1 0 4 CES 
**LTv»ftitiMBK3- Ky^b04»T% *»S*Lfc* 



50 



hMAC«i#f^o fO'JXFMACL ***Ett 

«fr l o l tcESJiitv^ffi^T'- 9 v 7s h y r <{ )i 
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[oo47] (-7 r> > h m&M&) ±^mmmfc i o 

-f ^^TtiZ/^y v.n-jS£ftif Is yaffil 
ftBBEn- Kg* h«rR*ttiU ^O^O, -7>>>h£ 

#irr&*§*Ett*#i o i (nm^msm^m^-t 
u rt»E*«t#i o 4 Kiarr*o 

[0 0 4 8] (JK*#JH) "7 V > h L tz'ik, 

*S*KttflM*l 0 1 ICSES ?*LTv^ffi*o#Bg**3S 
* S *i& k tc (iW*«J8iJ#-?- L fc#!BR 

E1S«E#1 0 1 *:ES?iltv^RiS:t0^7yi7 

4E1E8M£l 0 1 *f>RSXt^yya7r>f^S:R 
I, A 7 ya77-f ;K^>/> 7ya77^( ^MAC^ 
]ELv^f9**«rtEi-* 0 IE L < &^*=§^lc(±K;fc# 

1 f|(03>7 >77 7 ^O#H3^S*^tLTV^C0 

y^l^^y ya7r-f frfrhJBLQtb U ^^7 
get* * f 9 uNfcSE Z> o 1" "C frc ; n y v "7 r >f ^ O IE 
77-f ;u^IET-*>^ - £ icfc f) . J^*#HBMSIi*Bjc 
R#7Clc«U JR^HRftLaA'ft^fcjfc^o 

[0049] («*«faftJSjaa> H4ii, *§tm<o9k 
mm k: js tt * at* o«f aft *Rwt&fc»^7 

**«rauft« («#) ti: 9 fci-&»^lc<i«TOJ: 
[0 0 5 0] i1\ j^»J: *?«f«*cft*-r4K*<oa» 

03>f >77 7>f^*S»tIE^ (Xf77 P Sl) o * 

mmmmfci o io77> h*i#*7Ltv^*t 

«»rL (^777^52) , *«7*f>lfi7-«a«:L 



76 



JO 



20 



30 



40 



1 0 4^*«flt*«9J#-^«rBl^tili- 0 WE^di L/c#-5§- 
tc l SripiLTiBf Lv^««K*»8U#*i: U ftSEtttt 
#1 0 4ICES1"* (X777'S3) o ^<0», SJfLv* 

0 1 tCxV h g «rft«-r* (X777'S 
4) o §ltfl*o/c3>r>y7 7^^ffl*tcov*T^y 
v-affifctWU ^>7>777^^7vatiU 
fFJ&L/cT-V h , JOTl:$ltIo/:3>r>7 7 7 
-f^SrSBSi-* Uf77 p S5) 0 
[0 0 5 1 ] #tc, 1 0 5 J: *) giffi^J £ , 

rt»E««#l 04J: D^MU »«E 

777'S7) o z<Dr-?m&mm*7ciz^v va** 

W**r*- "7 r <f A, fc Lt*MB«|# 1 

0 1 tcfES"f & U777'S8) o 
[0 0 5 2] «*0«ra^ft*:95*L/wJ.---*f*t* 
fc\ ClO!S*<0T^-t^n^Sr^fi:-r^ U777'S 
9) o Z<OT**Xuyi%lz^yis*.&$:ttnL, T 

n^77^;^ Lr*stEtt*# i o l tcE»i-s 

(^77*/S10) o 3>7>777^^7yat, 
^Mt^7 ya ^ ^ v 3 > fc L> A-yyjnl/^y 

«rt»l»*«-CBf*fbU. ^7ya77^MACtt 
& (Xf 77'S1 1) o --T% /N7ya3l/^y3> 
tA7 vjL^r-f ;i/MAC*^*>-ti:T*Sl:E!8Jat#l 
on:A 7 ya7 7^;^Ltlfiit^ U77/SI 
2) o ^ 7 y a 7 7 ^ 0*S ^ TS i:* t o 

[0 0 5 3] 

[*2] 







- MAC 


» ! 


Kxy h y 




MAC) 




Kxy 






Fxy by 


#3 






h'xy K 'J 


8N 



[0 0 5 4] ^C1T% A-ya >fW0t^>r>7 

1 ic it r- ? miimm yrj^zMM-r 
[0055] ««^c, «*«ai#-g-, w^m^L, ft«s 

^7ya77^^MACW^tffiSf 

50 g* boi> h g SrftftL. *Siie«.ifti 0 1 o 
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[0 0 5 6] (m*^ > t- > y SffMS) ^ >f- 

[0 0 5 71 

14 £- i§ * * d <t i> * pT h6 T* $> i, . 



(10) #§3 2 001-147898 

[mffiow*^^] 

[Hi] *^B^Uiitt^IS*«#^So««^^i-Ei 

[D2] ^B^(;«t^S*«ff^St;±5^T, @C*£ 

[H3] *&wizi.2>m*i%ftmm~i3^r, 
im4] *m*<n$mtemi~teiiz>m.*<r>%(mtWL-)i 

w minium 

1 o o~m*wim*. i o i -*mmmi&i*. i o 

2 K 10 3-yn^7A|» 104 
-|*I»E««E#, 1 0 6-7*nt"> 

1 1 0-** htmi. 



[HI ] 



[12] 



^10 6 



^-101 




[13 3] 




y ^ hMAC 



ft* 



| H0MWMO1 fl* 1999 32* Rg&g&i&iN 


| R0J0-0OOS 19S 










| R01CV1232 U* 1989.3^7 [£!$ttl££g£i 
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[14] 



5 I 




s 4 ^ 



S6 



I 



* D f7 7 t 



1 



S 12 



S 1 3 



M;*tmu A WW 




7n> vO®c£ 

F * - A (##) 5B017 AA08 BA05 BA07 BB02 BB03 
CA09 CA16 
5B076 AB09 FA14 FA15 FA16 
5B085 AE29 
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